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Overview
Organizations today continue to rely on a complex structure of systems, applications and data 
to power their businesses and make sure there is an open flow of information. SAP, the leader in 
Enterprise Management Software, provides business with the tools modern organizations need 
to run their businesses, manage their data and help predict the future needs of their customers. 
More than 91% of the Forbes 2000, as well as the most valued global brands and government 
agencies, rely on SAP applications to do just that.1

With more and more organizations leveraging numerous SAP systems, applications and databases 
to run their businesses, there is an ever-increasing need for organizations to reduce the attack 
vector and manage privileged access. 

The Challenge
Business-critical data and high-value corporate assets are contained in every level of SAP’s 
enterprise applications and systems, therefore each layer requires privileged access. This makes 
SAP an attractive target for malicious cyber attacks. The ubiquity of SAP means that the 
potential to disrupt operations, compromise data and expose organizations to compliance and 
regulatory consequences is greater than ever before. In fact, security professionals predict that 
the number of attacks on SAP systems will continue to increase, and with the average damage of 
an SAP breach estimated at $5 million, the costs can be staggering.2 
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In many cases, strong authorizations are shared by several employees (such as Admin Groups), and 
associated passwords are widely known throughout the organization. Users with access to NetWeaver, 
for instance, essentially can create and have sweeping access to powerful databases, applications and 
analytics. In addition, it’s difficult to control where these passwords are used and under which 
circumstances.

CYBERARK FOR SAP ENVIRONMENTS

Highlights

Together, CyberArk and SAP will 
provide organizations with the ability to: 

 � Complement SAP security 
controls and reduce privileged 
access security risk by managing, 
protecting and controlling the 
use of SAP privileged accounts 

 � Isolate privileged users from 
direct access to critical SAP 
systems and monitor SAP 
privileged user activity to detect 
and halt suspicious activity

 � Demonstrate compliance with 
complete visibility into who 
is accessing SAP privileged 
accounts, when individuals are 
requiring privileged access,  
along with a record of what 
actions are performed 

 � Deploy a holistic enterprise 
privileged access security 
strategy that addresses the entire 
SAP stack as well as all other 
infrastructure and applications 

1 SAP
2 Crowd Research Partners Cybersecurity Research Report 
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Although SAP security measures are designed to address such vulnerabilities, securing privileged access using native tools creates additional 
operational complexity and often falls short of meeting security and compliance mandates. The underlying operating system, applications and 
systems that are part of an SAP ecosystem also pose potential security risks. 

While SAP gives administrators the ability to create roles and profiles to manage, segregate and restrict activities, given today’s ever-changing 
threat landscape and the potential for crippling operational and financial outcomes, organizations need a better way to manage, protect and 
control the privileged accounts so vital in an SAP environment. 

CyberArk Privileged Access Security Solutions for SAP
As a member of the SAP Partner Edge Program, CyberArk has a certif ied integration with SAP, powered by NetWeaver. The CyberArk 
Privileged Access Security Solution (PAS) provides the credential protection and rotation, session isolation and monitoring, and threat 
detection and prevention required to stay one step ahead of the attackers and safeguard an organization’s most critical SAP assets.

Automatic onboarding of SAP accounts and applications can be configured within the CyberArk Enterprise Password Vault leveraging the 
CyberArk REST API. CyberArk also helps organizations simplify and achieve audit and compliance requirements by maintaining a central record 
of all access to privileged accounts and systems associated with SAP.  This reduces risk since in many cases SAP’s auditing features might be 
disabled or not fully configured out of box.

By managing, protecting and controlling the use of SAP privileged accounts used by SAP and IT admins, CyberArk reduces the security risk 
inherent in high-value SAP assets while minimizing administrative burden and ensuring compliance. CyberArk integrates with SAP’s system 
of users, roles, profiles and authorizations to avoid unwanted access, as well as augments native SAP security features and best practices to 
provide a unified interface for all privilege access within an enterprise. This enables a holistic approach to enterprise security while addressing the 
elevated risks in an SAP environment. 

Complementary Security
CyberArk complements SAP security capabilities, including enterprise threat detection and GRC access control, to strengthen an organization’s 
security posture.  CyberArk supports classic SAP ERP systems, as well as a wide range of SAP products and technologies including: SAP CRM, 
SRM, SCM, SAP NetWeaver Java, SAP HANA, and Sybase ASE.  

• Secure credentials used by all layers of the SAP stack from the operating system, virtual machines and databases to the application itself.  
CyberArk secures the SAP data layer by integrating with commonly deployed databases in SAP environments from Oracle, SAP HANA, 
Sybase, SQL Server and DB2

• Manage SAP credentials in a single location and prevent unauthorized access to critical systems
• Rotate and update credentials at regular intervals or on demand (based on policy), including managing the sensitive DDIC credentials used 

in the SAP upgrade process
• Isolate privileged user sessions and enforce strong access controls to protect critical SAP systems from malicious users and devices 
• Record and monitor user activity during privileged sessions for employees and third-party contractors, helping security teams both deter 

and detect the unauthorized use of SAP privileged accounts

Efficiency
CyberArk manages SAP credentials by eliminating manual intervention and ensuring secure access. With a single solution capable of managing 
privilege access across both SAP and non-SAP environments alike, CyberArk simplif ies the process of managing privilege accounts while 
reducing overhead.  

• Detect SAP privileged accounts and onboard them automatically to improve operational efficiency and reduce risk
• Automate the management and rotation of SAP admin passwords to reduce the IT operational resources required to secure these manually 
• Prioritize the review of privileged session recordings based on risk levels to improve efficiency and shorten IT audit cycles of SAP sessions 

to decrease costs

http://www.cyberark.com
http://www.cyberark.com
https://www.sapappcenter.com/listing?q=CyberArk#!/list/page/1/search=CyberArk
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Compliance 
Regardless of industry, organizations need the ability to assess and audit their SAP environments 
for compliance with policies, industry standards and government regulations. From general IT 
audits and reporting, to enforcing internal controls and reporting to meet SOX compliance 
and addressing fundamental GDPR personal data protection requirements, CyberArk gives 
organizations visibility into who is accessing privileged SAP accounts, when individuals require 
privileged access and the actions they take with these critical accounts. Relying on SAP audit 
capabilities is operationally complex since many customers have dozens or even hundreds of 
different SAP systems and infrastructures, and in some cases, audit capabilities are not properly 
configured. 

• Complements SAP access and authorization controls to align the SAP environment with 
governance, risk and compliance (GRC) needs 

• Manage, collect and report on SAP privileged credentials and account activity centrally

• Leverage simplif ied, cost-effective audit reporting through a single, centralized repository of 
all audit data

Key Takeaways
This partnership between CyberArk and SAP extends security best practices from SAP-specific 
applications throughout the enterprise. Securing privileged access via the centralized, encrypted 
CyberArk repository ensures that the correct people are accessing the systems they need, but 
limits unnecessary access. The ability to rotate privileged credentials according to policy ensures 
that critical SAP systems are protected from malicious activities while session isolation and 
monitoring provide IT administrators with a comprehensive, yet automated audit trail that helps to 
meet internal audits, as well as maintaining compliance for various external regulations. Internal 
admins are also able to automatically terminate or suspend sessions based on preconfigured rules 
that ensure both the security and increased efficiencies of IT teams while gathering data to ensure 
proper use and access.

About CyberArk 
CyberArk is the global leader in privileged access security, a critical layer of IT security to protect 
data, infrastructure and assets across the enterprise, in the cloud and throughout the DevOps 
pipeline. CyberArk delivers the industry’s most complete solution to reduce risk created by 
privileged credentials and secrets. The company is trusted by the world’s leading organizations, 
including more than 50 percent of the Fortune 100, to protect against external attackers and 
malicious insiders. A global company, CyberArk is headquartered in Petach Tikva, Israel, with U.S. 
headquarters located in Newton, Mass. The company also has offices throughout the Americas, 
EMEA, Asia Pacific and Japan. 

To learn more about CyberArk SAP solutions go to www.cyberark.com. 

SAP Accounts Protected  
by CyberArk

 � SAP*
 � DDIC
 � EARLYWATCH
 � SAPCPIC
 � TMSADM 
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